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E Torténeti attekintés

Il Miis aza YARA?

i Miért eldnyds a YARA hasznalata?

H Mi sziikséges a YARA hasznélatdhoz?

Il Mennyire hatékony a YARA?
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Trend Micro
Smart Protection Network
Tuesday, 14 Sep. 2010

E-mail ellen6rzések
6.2 milliard

E-mail blokkolasok

4.4 milliard

Webcim ellen8rzések
41 milliard
Webcim blokkolasok
585 mill1o
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2020
Veszélyforrasok gyartotol fuggetlen kezelése: SOC + YARA
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- milliped ¥ ¥ ¥ ¥ ¥ ¢y @milliped - 2016. szept. 21.
Valasz @vararules es @plusvic felhasznalonak

| know what Yara rules are (and | intend to use them in the McAfee ATD
sandbox), butl wonder where the name comes from?

I::.:I 3 T_.l I:j' !1!' \1!

Victor M. Alvarez
, mplusvic

Valasz @milliped és @yararules felhasznalonak

YARA is an ancronym for: YARA: Another Recursive Ancronym, or Yet

71 T a "
© Vv Another Ridiculous Acronym. Pick your choice.
O o di d
z 4 du. 5:45 - 2016. szept. 22.
ompars =
v Ascats
DSm.r-:r' onde (zip} Mow 26, 3013
E’]E-DI.T.'." onde (tar.gs) Mo 26, 2015
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rule dummy
{
meta:
$meta_string = “dummy rule“
$meta_version = 4
$meta valid = true
strings:
$text string = "text here"
condition:
$text string



YARA szabaly

rule dummy
{
meta:
$meta_string = “dummy rule“
$meta version = 4
$meta_valid = true
strings:
$text string = "text here"

fiyaralab

www.yaralab.eu

condition:
$text string
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rule dummy
{
meta:
$meta_string = “dummy rule“
$meta version = 4
$meta valid = true
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strings:
$text string = "text here"

condition:
$text string
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rule dummy

{

meta:
$meta_string = “dummy rule“
$meta_version = 4
$meta_valid = true
strings:
$text string = "text here"
condition:
$text string
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Writing YARA rubes
8 Maodules
PE
ELF
Cuckoo
Magic
Hash
kath
Liotnet
Time
Consale
Writing your oemn modules

Hng YAMA fTrom the comimand-line

2 YARA from Python

O 8 sup iyarareadthedoos.iofen/Stablefmodules:hir L]

Ciocs » Modules 3 Edit on GitHub

Modules

Modules are the method YARA provides for extending its features, They allow you to define data
struciures and functions which can be vsed in your rneles to express maore complex conditions, Here
you'll find described some modules officially distributed with YARA, but you can also learn how to
write your own modules in the Writing your owen modules section.

= Reference
= ELF
Referencea
= Luckoo
Reference
= Pagc
# Hash
= Math
= Daotnet
Reference
= Time

*» Console

=
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{ Sajat keresési szabalyok
-> gyorsasag
-> vaklarmak kezelése

Il Kills6 YARA szolgéltatok
-> gyartotol fuggetlen keresési algoritmusok

E Kilonbozo védelmi rendszerek azonos keresési
algoritmusokkal
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Védelmi
rendszerek

Fuggetlen
forras

teszt-
kornyezet

szabaly-
alkotas
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SOPHOS NEWS Prkiarts & Sorvicis

Sepamily Docrabioss  Thieal Pesenich -;:i.lrﬂ.-.'-h:m'.i Y Sopsaity Mews  Cephes Life 4}

An open-source ML toolkit for
automatically generating YARA rules

The Sophasal Artificial Inteligence team has developed a machine-learming based
tool that generates YARA nules for detecting specific types of threats

‘writtess by Sean Gallaghes

SARA] P e



iyaralab
Mennyire hatekony a YARA? E?v/w‘yaralah.eu

Malware mintak
2020. november 25.
22443 db

Tiszta fajlok
Windows 10 fajlok

SOPHOS ML toolkit YARA szabaly
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Malware mintak
2020. november 25.
22443 db

Tiszta fajlok
Windows 10 fajlok

SOPHOS ML toolkit YARA szabaly

Malware mintak — 2023. marcius 8-17:

( >98% 2023-as felbukkanasu) 91145% = 96;25%

Windows fajlok: 0,33%

Tovabbi részletek: www.yaralab.eu
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