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Solutions for connected ecosystems

5G Connectivity

| | | | |
Automotive sensors Renewable Industrial Medical GreenTec Railway

and modules energy automation technology
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Guidance of the Application of (EU) 2024/2847 kontron

DRAFT, 2026.03.03ish

The Power of loT

Article 3(1) of the CRA defines a product with digital elements as ‘a software or hardware
product and its remote data processing solutions, including software or hardware

components being placed on the market separately’. Such products tall within the scope
of the CRA where their intended purpose or reasonably foreseeable use includes a direct
or indirect logical or physical data connection to a device or network.®

The CRA therefore can cover standalone software, such as (i) apps and computer
programs; (i) hardware with embedded software (e.g. Internet-of-Things devices); {iii)
standalone hardware (e.g. integrated circuits, motherboards); and (iv) any combination of
hardware and software supplied separately but intended to operate together.

Whether software forms part of a product should be determined not by how or when that

software is delivered to the user, but by whether, in light of the product’s intended

purpose and reasonably foreseeable use, the software is necessary for the product to

perform its intended functions. Where a hardware device is designed to operate together
with specific software in order to perform its functions, the hardware and that software
together constitute the product placed on the market. Software that is necessary to
operate, configure, control or meaningfully use a device is therefore part of the product,

even if it is obtained through a separate channel (e.g. an app store, a download link or

another digital channel after the hardware has been placed on the market).




CRA linkek

Nyomtatott anyagba

EU Startlap

» https://digital-strategy.ec.europa.eu/en/factpages/cyber-
resilience-act-implementation

FAQ:

» https://digital-strategy.ec.europa.eu/en/library/cyber-
resilience-act-implementation-frequently-asked-questions

Tamogato projekt
> https://cyberstand.eu/
DigitalEU

> CRAzy About Product Cybersecurity: From Compliance to
Confidence

» https://www.youtube.com/watch?v=QRLWcU_Yx18
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EU standardizacio: STAN4ACR
» https://www.stan4cra.eu/
ETSI 6sszefogassal (work-in-rpogress)

' https://labs.etsi.org/rep/stan4cra

' https://docbox.etsi.org/CYBER/EUSR/Open
EN 304 625 Network Interfaces &

EN 304 626 Operating Systems &

EN 304 827 Routers modems and switches &

EN 304 835 Virtualisation and Container Execution Systems &

EN 304 636 Firewalls intrusion detection and prevention systems &

EN 4000X Hardware devices with security boxes &

This |5 tha commanting platform o gQive feadback to the matertal presentad in the deap dive sassion

i



EU CE termék Al+Menedzsment

Van egy termékem, eladnam!

CRA

Elesedés

2026. junius 11. / 2027. december. 11.
CE jelolés feltétele, alapfeltétel
(Szoftver) és szoftvert tartalmazé termék. Free szoftver is!
Viszonteladdkra is van feltétel! (10 év retention)

GDPR - PIl, B2C, személy
Data Act — B2B verzidja a GDPR-nak

CRA — CE feltétel (EU 2024/2847 + 2025/2392)
NIS2 — szolgaltatas, felh6

Al Act — Ml felhasznalas, funkcid
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CRA modositok
NIS2
Al Act — Kétiranyu, mindsités
Termék-specifikus
RED — radios termékek (BT, WiFi, stb.)
Agazat specifikus (CRA-bdl olvashaté!)

Orvosi, tenger, kozlekedés és jarmd, stb.
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" EU level

3. Melléklet identity management, hypervisors, HSM,
browsers, VPNs, firewalls, IDS smartcards/secure
operating systems, tamper-resistant elements,
smart home devices, microprocessors, smart meter gateways
Wearables industrial control
stb. systems
stb.

,Egyszer(”, par kotott  (Standard megfelelést
tartalmu papir, mint igazolni kell! (audit) )
most CE-hez
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Operacios rendszerek

Digitalis elemeket tartalmazo szoftvertermékek, amelyek absztrakt interfészt biztositanak az alapul szolgalé hardverhez, és
ellendrzik a szoftver végrehajtasat, és amelyek olyan szolgaltatasokat nyujthatnak, mint példaul a szamitastechnikai eréforras-
gazdalkodas és -konfiguracio, az Gitemezés, a bemeneti-kimeneti vezérlés, az adatok kezelése, valamint olyan interfész biztositasa,
amelyen keresztlil az alkalmazasok kapcsolatba lIépnek a rendszer er6forrasaival és periféridival.

Tlzfalak, behatolasérzékel6 és megel6z6 rendszerek

A tlizfalak olyan, digitalis elemeket tartalmazo termékek, amelyek a haldzatra iranyuld és onnan kiinduld adatatviteli forgalom
nyomon kovetése és korlatozasa révén védik az 6sszekapcsolt haldzatot vagy rendszert a jogosulatlan hozzaféréssel szemben.

Ebbe a kategdriaba tartoznak tobbek kdzott a haldzati tlizfalak és az alkalmazasszintd tlzfalak, példaul webalkalmazasok tizfalai
vagy szUirGi és a kéretlen lGzenetek elleni atjarok.

A behatolasérzékel6 rendszerek olyan, digitalis elemeket tartalmazé termékek, amelyek figyelik a forgalmat, miutan az gyanus
tevékenység céljabol belépett a haldzati kornyezetbe, és észlelik vagy azonositjak, hogy behatolast kiséreltek meg, behatolas tortént
vagy torténik egy csatlakoztatott halézaton vagy rendszerben.

Ebbe a kategdriaba tartoznak tobbek kdzott a haldzatalapu behatolasérzékel6 rendszerek és a gazdagépalapu behatolasérzékels
rendszerek.



Standard?

ISO? EN? EN!

i 1008 2028

ot B YT TR e E D04 1008/ 1026

| P LA prlatal

Bl 10/ 2008 R LT TR R

CEM mndfor CENELEC special setting 10 (4 07 [l COIM. CONELEC and BT

EN 304 633 - Internel connected toys

EN 304 634 - Personal wearable products
EN 304 635 - Hypervisors and container runtime systems
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PT1— PT2 — PT3: atfogd. Onértékelést segiti

EN 40000-1-1 Vocabulary
PT1: EN 40000-1-2 Principles for Cyber Resilience (risk, lifecycle)
PT2: EN 40000-1-4 Security Controls (EN 18031:2024 series)
PT3: EN 40000-1-3 Vulnerability handling
Verticals: 18 CRA termékspecifikacid: EN 304 6xx (617-642)
,Harmonizalt standardok”: Fontos I, Fontos Il, Kritikus

CC PP-k valodjaban

L, CLC/TC 65X” — OT elGirasok, mert NIS2-ben keresi mindenki!

EN IEC 62443-4-1 Security product development lifecycle
Frequirements

EN IEC 62443-4-2 Technical security requirements for IACS

combnonents
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PT1 - PT2 — PT3: general, mandatory for the organization

EN 40000-1-1 Vocabulary
PT1: EN 40000-1-2 Principles for Cyber Resilience (risk, lifecycle)
PT2: EN 40000-1-4 Security Controls (EN 18031:2024 series)
PT3: EN 40000-1-3 Vulnerability handling
Verticals: 18 CRA product standards: EN 304 6xx (617-642)
,EU harmonized standards”: Important |, Important Il, Critical

CC PPs at real life

, CLC/TC 65X” — OT standards

EN IEC 62443-4-1 Security product development lifecycle
Frequirements

EN IEC 62443-4-2 Technical security requirements for IACS

combnonents
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Virtualisation and Container Execution Systems

Termékjellemz6 — Type |l

A konténeres futtatokornyezetek olyan, digitalis elemeket tartalmazo szoftvertermékek, amelyek elszigetelt folyamatokként kezelik

az egy gazdagépes operacios rendszeren futd konténerek végrehajtasat és életciklusat, elosztjak az er6forrasokat, és lehetévé teszik
az egyes konténerek kezelését és szervezését.

E termékkategdriadval 6sszefliggésben a konténer olyan szoftveralapu végrehajtasi kornyezet, amely egy vagy tobb szoftver

alkotdelemét és azok fliggfségeit egyetlen csomagba foglalja, lehetévé téve szamukra, hogy fliggetleniil és kovetkezetesen
mUikddjenek.

V0.0.10 = 249 oldal!

T-CE-INTEG-COMP: Integrity compromise of container engine and managed images

An attacker tampers with the container engine's binaries, configuration files, or locally cached container images. The compromised engine can then
execute manipulated workloads or disable controls, while still appearing healthy to the orchestrator.

REQ-CRS-CN-ISO-002: The CRS shall support configuration of strong separation between containers and the host operating system

by restricting container access to kernel interfaces, privileged operations, and system resources outside their assigned execution
context.

FOSS - ADCO



kontron

The Power of loT

EN 304 635

Virtualisation and Container Execution Systems

1. Assessmend Refersuce
Regarement: BECQHCRS-B-INT (02 (Ebevated)

L Avsessmen! Ohjeciive
Venky tihas

Felkészil: NIS 2.1 + CSA 2.0

The CRS unplements mechanmes 1 participake @ 3 vendable cham of trusd for CRS wlarfup compauents
delrvered as part of the CRS produoct and execwied bebore contaser execuivom services are enabled

Eacl CRS vixmip age dediverod Wil the product apd execubid poadd 10 eXpaaig comiliine execuliing Tﬂl‘.’ﬂ" 4.6.3-1: R-I.Uaht ':'M hﬂl'l"l"lﬂﬂl sed stand :Irds for GE components

meerfaces vahdates the miegnty and authenticity of the sulstequent CRS stage before tamsbemng control

QE Com FRelevant CRA Reference

ETS1 EN 304 623 [i.4] (CRA for Boot Manager)
Hosl Operating Syskem ETS5 ENW 304 636 [1.5] (CRA lor Opératng Sysiem)
reehwd® Infrastmeciune (Wirual F Prosical TS0 ETS EN 304 625 [i 6] (CRA Mebios Interfaceg)

Idenitity & Access Management | PKI ETSIEN 304 624 [1.7) (CRA PKI)
A

If vadidarson fxls for any wuch smmep sage, e CRS prevenn warop of conmaner execunon services aod
Feneral#t a SECUEEY T bEvane Eoei

Boot hlanager

3. Axsessment Preparaition
The sasstagneiil adiall Bave Siedis io

image Registny | Andact Reposilony N
|Extemal Logging [ SIEM ETS1 EM 304 622 [LE] (CRA SIEM)

External Atestation Syslem M,

Truest Anchors CEN oix o {CRA Security Moduies)

Firewwaill | Intrusion Prevenlion Syslem ETS51 EN 304 6365 [i 5] (CRA Mefwork Security Applances)
Storage Sysiems NA

W Plocuisritanies of the CRS VIS elenz e componctity delivered wih the paodat (¢ 2 TRS Banchesi
shim. daemsons thal mnmhoe contamer execubon werices)

Docunsentation descnibnng Bany each CRS startep stage valsdates the miegnty’ amd antbenbcrty of the next CRS
sge (e g, sapnanme checkes, haah venficanon) and bow thas can integrate with a platform or CRS-defined
chaan of trut

A LERE ¢ .::||'|Fu.ul;.'\c| whcie

Threat 1D

Associated Risk
Level

Elevated Requirements
Medium

nommal sarmup with salid CRS starmp componenis i possible

3 comirolled validaon Balure can be mduced for 2t keast one CRS startup stage (e g modufsed or

upaagned by, narussed key), coomisaest with vender gridance

d. Avvesimend Activites
The asasszment shall at beast

1} Revsew dscamentabon &3 denafy all CRS starsap sEapes dehvened wills the product that execite briore
contamer execahon services are enabled, and the validanon perfoamed at each stage

2} Petformt 4 podeas] CRS FETLE Afd sl ussag baEs of dRa@Soin oTipuss, By
cach CRS soamsg smge validmes the snegrneaathensary of the next wape before pansisg conmol
rofiliset EXeomios weivi et ae esiabled ouly afver veecessdul valitanoen of all vich soiges

11 Enmodsee 5 conmolled integrinyambeanciny Delure in e CRY anemsp stage and restan the CRS. Venfy tha
the walsdaton farlure at that wtage o detecied

CombAmer FRecutIon WL IO are not vlaried

REQ-CRG-CN-IS0-001
REQ-CRS-CP-1S0-001
REQ-CHRS-MP-1Z0-001

T-CRE-INTF-ESC

REQ-CRS-CM-1S0-002
REQ-CRS-CP-150-002
REQ-CRS-MNP-1S0-D02

REG-CRE-CN-1S0-003
REQ-CRS-CP-1S0-003
REQ-CRS-MP-IS0-D03

T-CRS-INTE-
COwMP

RECQ-CRS-B-INT-001
REC-CRS-IMG-INT-001

REQ-CRS-IMG-INT-002

|REEI CHS-B-INT-002
REGQ-CRS-RP-INT-D02

REQ-CRS-B-INT-003
REQ-CRS-B-INT-004
HEG-CRS-IMG-IN T-003
REQ-CRS-IMG-INT-004
REQ-CRS-RP-IMT-003
REG-CRE-RP-INT-004
RECQ-CHES-HA-INT-003
REC-CRE-RA-INT-004
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Your contact to
SHCLEeS S igyelmetek!

» Kis-Szabé Andras

 Andras.Kis-Szabo@kontron.hu

» Kontron AG
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